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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

OIIK-3 CnocobGeH mpUMEHSTh METOABl TOHWCKA, XpaHEHHWs, oOpaOOTKH, aHalW3a W TPEACTABICHHUS B
TpedyemoMm QopmaTe HMHPOPMAIMA W3 PA3TUYHBIX HCTOYHUKOB M 0a3 JaHHBIX, COONIONAs TMPH 3TOM
OCHOBHBIC TpeOoBaHUS HH(DOPMAITMOHHON OE30MaCHOCTH

I1K-4 Crniocoben COCTaBIIATh HOPMAaTUBHYIO JIOKyMEHTALUIO
HKCIUTYaTallMOHHO-TEXHUYECKOMY OOCITYKHBAHUIO CETEH U 000PYIOBaHUS CBSA3H

(MHCTPYKIIMH) o

1.2 Tunel 3amay mpoQeCCUOHATBHONW ACSITENLHOCTH, K KOTOPBIM TOTOBSATCS OOyYaroIIHecs B paMKax
OCBOCHUS JUCITUTIINHEI:

- Hay4YHO-MCCJIEA0BaTEeIbCKHI

- TEXHOJIOTUYECKUN

1.3 JlucuurinHa OpHEHTUPOBAHA Ha MOJATOTOBKY OOydYarommxcs K MpodeccHoHATbHON IeSTEILHOCTH B
chepax: 01 OOpasoBanme u Hayka (B cdepe o0miero, mpodeCCHOHATBLHOTO W JIOTIOTHHTEIHLHOTO
npodeccuoHaNbHOTO 00pazoBaHus; B cdepe HayuHbIX ucciemoBanuii), 06 CBs3b, WHGOPMAIIMOHHBIE U
KOMMYHHUKAITMOHHBIE TEXHOJIOTHHU (B chepe pa3paboTKu, MPOSKTUPOBAHUS, UCCIEAOBAHUS U IKCILTyaTalluu
PaMOAIIEKTPOHHBIX CPENICTB U PATUOIIEKTPOHHBIX CHCTEM PA3IMYHOTO Ha3HaueHUs; B chepe 0OOPOHEI U

0€30MMacHOCTH TOCyJapCTBa U MPABOOXPAHUTEIBHOMN JIEITEILHOCTH)

1.4 B pe3ynbTare 0CBOCHHS JUCUUIUIMHBI y 00YYarOIUXCs TOJKHBI OBITH C(OPMUPOBAHBIL:

O06001TIeHHBIEC TPYIOBEIE
(yHKIMH / TPYAOBBIC
(YHKIMY / TPYAOBBIC HIIH
npodeccroHaIbHBIC
JercTBUs (IPU HATTUYIAN
npodcTangapra)

Konx n HammeHoBaHme
xommnereniuu ®I'OC BO,
HEOOXOIUMOM 1151
(hopMHUPOBaHUS TPYIAOBOTO
WIH TIPOo(heCCHOHATBLHOTO
JIeHCTBHS

MHankaTopbl JOCTHKEHUS] KOMIIETEHIIAM

OIIK-3 Cnocoben
MPUMEHSTh METO/IbI TOUCKA,
XpaHeHus1, 0opadoTKHy,
aHaJM3a M IPEICTABICHHS B
TpeOyemom opmare
uH(OpMaNH U3 Pa3TUIHBIX
MCTOYHHUKOB U 0a3 TaHHBIX,
co0mronast mpu 3TOM
OCHOBHBIE TPeOOBaHUS

AHaJ'H/I3I/Ipy€T COBPCMCHHBIC MOAXOAblI K TCXHOJOTHAM H
METOoJaM obecreucHus HH(i)OpMaI.IPIOHHOfI 6€3OHaCHOCTI/I,
pa60TaeT C IMporpaMMHBIMU  CpCACTBAMU 061]_[61"0
HasHa4YCHUA; TOTOB MPUMCHHUTL HABBIKU pa60TBI B
JIOKAJIBHBIX U ITI00aIBHBIX KOMITBIOTCPHBIX CCTAX

UHPOPMAITIOHHOM
Oe3omnacHOCTU
- B/01.6 IIpoBeneuue [1K-4 CnocobeH coctaBnsTh | PazpabarsiBaet HOpPMAaTHBbI o0ecnieueHust
W3MEpPEeHHH MapaMeTpoB U |HOPMAaTHUBHYIO WHPOPMAITMOHHON 0€30MacHOCTH CEeTeH U KaHaJIOB CBSI3U
MPOBEPKHU KayecTBa pabOTHI |IOKYMEHTALIUIO

000pyIOBaHUS CBSI3U
(TeneKkoOMMYHUKAIIHA)

(MHCTPYKIMH) 11O
IKCILTYyaTallMOHHO-TEXHHYEC
KOMY OOCITy)KHBaHHIO CETeit
1 000py/IOBaHUS CBSI3U

1.5 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBs3eH JAUCIMIIINH, OGCCHG‘-II/IBEIIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

OIIK-3 CmocobeH NpUMEHSATh METOABl IOMCKA, XpaHEHUS,

00paboTKH, aHaIM3a

U TIpeJICTaBIeHUs B TpeOyeMoM dopmare MHPOPMAIIUU U3 Pa3IMYHBIX HCTOYHHKOB U 0a3
JAHHBIX, COOTIONAsI IPY TOM OCHOBHBIE TPeOOBaHU HHPOPMAITMOHHON 0€30MMaCHOCTH

Ne HanmenoBanmue
/o JHCIUATLINH,
OTIPEICTISIONINX

AAONA TITAATTIATITITITIAONTIT 1A

dopma oOyyeHus

3aouHas
(cemectp)

Ounas
(cemectp)




WVIV/M YTV YLLULYIOA P DIV

CBA3U

1 [BeruncnurensHas + +
TEXHHUKA U
WH(pOpPMAIIHOHHBIC
TEXHOJOTUH

2 |Mudopmaruka u + | + + |+
MHQOPMaIIMOHHbIE
XapaKTePUCTUKU
KaHaJIOB CUCTEM CBSI3H

I[IK-4 CnocobeH  cOCTaBIATh  HOPMATHUBHYIO  JTOKyMEHTAIMIO  (MHCTPYKIIUH)
AKCIUTYaTaIIMOHHO-TEXHUIECKOMY OOCITY)KHBAHHUIO CETEH U 000PYIOBAHUS CBS3H

Ne HaumenoBanue dopma
n/m JIMCITUILUINH, oOyueHwUst
OIIPEACIIAOMINX Ounas | 3aouna
MEKTUCLMILTMHAPHBIE |(cemecT o
CBsI31 p) |(cemect
p)
6| 7116]|7
1|OcHoBbI IOCTpOCHUsA | + | + [ + | +
WH(OKOMMYHHUKAITUOH
HBIX CUCTEM U CeTeH
2 |Cucremsl 1 ceTn + +
CBSI3U C MMOABHYKHBEIMH
00bEKTaMH
3| TexHomoruueckas + +

(IpOEKTHO-TEXHOJIOTH
Yyeckast) IpakTHKa

2. MecTo mucuuiuiaabl B cTpykrype OII 0akasaBpuara:

HucumminHa — «MHpopManmonHass 0€30MacHOCTh  TEJIEKOMMYHUKAI[MOHHBIX ~ CETEi» OTHOCHUTCS K
oOsi3arenbHOM  wactu  yyeOnoro twaHa OIl  mo  HampaBnenwto  momaroroBku  11.03.02 -
NHpOKOMMYHHUKALIMOHHBIE TEXHOJIOTUU M CUCTEMBI CBS3H.

JucrunmHa «MHpOpManinonHas 6€30MmacHOCTh TEJICKOMMYHHUKAIIMOHHBIX CETEi» U3y4JaeTcs B 5 cemecTpe.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM IHUCIUILIUHEL 3 3.¢€.

Oumnas: 3 3.¢.

3aounas: 3 3.e.

. Ounas 3aoyHas
Bun yueGHOM paboThI
(Bcero yacoB) | (Bcero 4yacon)

OO0mas Tpyn0éMKOCTb 1M CHUILTTHHBI 108 108
KonTaktHas pabora 52 14
Jlexuuu (Jlexummn) 18 6
Jlaboparopnsie (JIab. pab.) 34 8
CamocrosrenbHas padota (CP) 56 90
3auer - 4

3.2.Coznepkanue Kypca:

Ne HasBanue Bun yue6GHo# paboThl, yac. | @OpMBI TEKYIIETO
TEMBI paszena/TeMsl Jlekiuu |.Ha6. pao. | CP KOHTPOJIS




| [0]3]0]
5 cemecTp

w
o
w

1 Bsenenue B Ub.
Joxrpuna b B PO

2 OcCHOBHBIE CobecenoBanue
COCTABJISIONINE
HAIIMOHAIbHBIX
uHrepecos PO B
MH(POPMALTMOHHON
cpene

3 Nudopmarusi. Co0OecenoBanue
OCHOBHBIE CBOICTBa
1 XapaKTepUCTHKA 312 - - |10 ] 18
0e30IacHOCTH ee
MIPUMCHCHHUE

4 VYrpossr Ub 3 1 - - 10 | 18 ColecenoBanue
5 CucremHoe 3amura
obecrieueHue 1a00paTOPHBIX
3aIUTBI pabor
uHpOpMaLUU

3 1 . _ 12 118 CobecenoBanue

Tema 1. Beenenue B Ub. loktpuna Ub B P® (OIIK-3)

Jlekumus.
Jaiite onpezeneHne NOHATUIO «MHPOPMAIIMOHHAS 0€30MaCHOCTbY.
[Tepeuncnure OCHOBHBIE COCTABIAIONINE HH(DOPMALIMOHHON OE€30MaCHOCTH.
KaxoBo 3Ha4eHNE COCTABISIIONTUX JIJIs1 CYOBEKTOB MH(OPMAIIMOHHBIX OTHOIIICHUNA?
KakoBsl natepecsl PO B nnpopmannonnoii chepe?
Ornpenenure NCTOYHUKH YIPo3 HHPOPMaMOHHOM 6e30macHoCTH PD 1 mocTpoiiTe nx Kiaccupukanuio.
[lepeuncnnre 0CHOBHBIE METOABI 0OecTieueHus: HHopMaIMoHHOM Oe3omacHocTr PO.
KakoBbl 0CHOBHBIE POOIEMBI MEXTYHAPOIHOTO COTPYAHUYECTBA B HACTOSIILIEE BpeMsI?

NN R DD

KakoBbI OCHOBHBIE TJOKYMEHTHI B 00JIACTH MEXIIyHAPOAHON MH(OPMALIMOHHOM 6e301acHOCTH.
3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
3amaHus Ui CaMOCTOSATENIbHONW pabOoThI

[Ipoananuzupyiite oktpuny b P® u nmoctpoiite cxeMy OpraHoB rocyJapCTBEHHOM BIacTH U
MECTHOTO CaMOYIIPaBJIEHUs], OTBEUAIOIIUX 3a HH(POpPMaLMOHHYI0 Oe30macHOCTh. OnpeaenuTe ux
(yHKIIMOHATBHBIE O0SI3aHHOCTH.

ChopmynupyiiTe moaoxeHus: rocyIapCTBEHHOM MOIUTHUKU B 00JIaCTH 00eCTieYeHHs
nH(OPMAITMOHHON 0€30MaCHOCTH, ONPEACTUTE MIEPBOOUCPEIHBIE MEPOTIPUSATHUS IO 00ECIICUCHUIO
MH(POPMALMOHHON 0€30ITaCHOCTH, JaiiTe UM OILICHKY.

Tema 2. OCHOBHbIE COCTABJIAIINE HAIIMOHAJbHBIX HHTepecoB PD B nH(popManuoHHoM cpeae

(OIIK-3)
Jlekumus.

JlaliTe onpeienieHre MOHATHIO «3aIUTa HHPOPMAITUN.

Uro moHUMAaETCs 1O TEePMUHOM «0€3011acHOCTh HH(popMarmy»?

Yro BrIIIOUaET B ceOs 3amuTa nHpopmarmm?

KaxoBsI 1ienu 3amutsl nHpopmanum?

Kaxkoe Mecto 3aHnMaet 3ammura nHGopMauu B ”HGOPMaIMOHHOHN 6€30MmacHOCTH?

KakoBb! ypoBHU 06ecrieueHust HHGOpMaIMOHHOM Oe30macHoCTr?

JlaiiTe onpezenenne NOHATUIO «IIOJIUTUKA HH)OPMALMOHHON 06€30MaCHOCTH OpraHU3alun.

Urto BXOIUT B aHANU3 WH()OPMAITMOHHBIX PHUCKOB?

NN R DD



3ananus 1J151 CAMOCTOSITEILHOI padoThI.
3agaHus 111 CaMOCTOSTEIFHOM pabOThI

[Tpoananu3upyiite CTPYKTypy MECTHOTO MPEIIPUATHS, CXeMY HH(POPMALMOHHBIX TIOTOKOB, PACCMOTPUTE
BUIBI HH(OPMAIIMK U €€ HOCUTEIH, UCTIONb3yeMbIe B ero nojpasaencHusx. CHopMyaupynTe Heau 3aiiThl
nH(pOPMaLUU HA JaHHOM Tpeanpustuu. OnpeaennuTe BO3MOXKHbBIE YTPO3bl 0€30MaCHOCTH IS
MH(POPMALMOHHBIX MPOLIECCOB HA TAHHOM MPEANPUATHH.

Tema 3. Unpopmanusi. OCHOBHBIE CBOMCTBA U XapaAKTePUCTHKA 0€30NIACHOCTH ee IPMMEHeHue
(OIIK-3)
Jlexknus.
Onpenenure mpeaMeT 3alUTh HH)OPMALIUH.
KakoBbl 0CHOBHBIE CBOCTBAa HHGOPMAINH, KaK MPEAMETA 3aIUTHI.
UTto oTHOCHUTCS K KOHQUACHIMATBEHOW nHDOpMaIum?
KakoBbl OCHOBHBIE YPOBHU CEKPETHOCTU FOCYAapPCTBEHHOM TallHbI?
B 4yeMm cyniHoCTh OCHOBHBIX OAXOIOB K M3MEPEHUIO KOJTMYECTBA HHPOpMALIUU?

A e

B ueMm cymHocTh HHpOpMAIUK KaK 00hEKTa ITpaBa COOCTBEHHOCTH?
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
3agaHus 111 CaMOCTOSTEIFHOU pabOThI

Vcnonb3yst faHHbBIE MPEabIAYIIeH TPaKTHYeCKOH padoThl, MpOaHATH3UPYHTE 0COOCHHOCTH KaXKI0TO U3
Hocurenen nHpopmarun. ChopmynupyiTe JOCTOMHCTBA U HEAOCTATKU KaXKIO0TO U3 TUIIOB HOCHUTEIIEH,
YCIIOBUS UX XpaHEHUsI U 00pabOTKH.

Tema 4. Yrpo3sl Ub (OIIK-3)

Jlexknus.
1. CocraBbTe KiIaccu(UKANNIO YTPO3 HHPOPMAIIMOHHOM OE30TTaCHOCTH.
2. OxapakTepu3yiTe rpymibl TpeIHaMEPEeHHBIX YIP0o3 HHPOPMAIMOHHON 0€301MacHOCTH.
3. JlaiiTe onpeneneHue MOHATHIO «HECAHKITMOHUPOBAHHBIN TOCTYI K UHGOPMAITHI.
4. Kak crouTtcst Moaenb HapyIIUTeNIst HHPOPMAITMOHHOM 0€30MmacHOCTH?

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
3agaHus 111 CaMOCTOSTEIFHOM pabOThI

Ha ocHoBe nieneit 3amuTsl HHGOpPMAIMK U HOCUTeNeil nHpopMaluy, OMpeNeIuTe CIIUCOK YyIpo3
MH(POPMALMOHHOM 0€30MTaCHOCTH, XapaKTEPHBIX Ul JAHHOTO TPEATIPHUITHS.

[Ipoananusupynre puCKH, OIPEAEIUTE CTEICHb UX JOILYCTUMOCTH.

CocraBbTe MOZIC/IM HapymuTeaeH HHHOPMAIIMOHHON O€30ITaCHOCTH, aKTyalIbHBIX JIJIsl JAHHOTO
MIPEATPUSTHSL.

Tema 5. CucreMmHoe odecnieuenue 3amnThbl HHGopmannu (OIIK-3)
Jlexknus.
. KakoBbI OCHOBHBIE MPUHITUIIBI TOCTPOEHUS CHCTEM 3aIUThI HH(POpMAIUN?
. IlepeuncnuTe OCHOBHBIE MOJIEH 3AIIUTHI MH(POPMALIUK U UX OCOOCHHOCTH.
. B ueM 3aknrodaercst CyuiHoCTh METOJOB 3aLIUThI OT CIIyYailHbIX yrpo3?
. Jlaiite onpeneneHue MOHATUAM «UACHTUPUKAUA) U «ayTEeHTU(DUKALINY.

1

2

3

4

5. Tlepeuncnute OCHOBHBIC BU/IbI Ay TCHTU()UKAITUH.

6. Kak obOecrieunBaeTcs MOBHIIICHUE HAAC)KHOCTH U OTKA30yCTONYMBOCTH MH(GOPMAIIMOHHBIX CHCTEM?
7. KaxoBa posb MOJArOTOBICHHOCTH MIEPCOHANIA B TOCTPOCHUU CHCTEMBI 3aIIUTHI HHPOPMALUU?

8

Kakue Merompl M CpencTBa HCIONB3YIOTCSA Il OpraHU3AMH TPOTHUBOACUCTBHUS TPaJAUIIMOHHBIM
METO[aM HIMUOHAXKA U TUBEPCUIA?

9. KakoBbl 0COOEHHOCTH TTOCTPOCHUS 3alTUTHI OT HECAHKITMOHUPOBAHHOTO J0CTYyIa?
10. Kakue MeToap! 3alUThl HHPOPMAIIMH OTHOCATCS K KPUNITOTpapuiecKum?
JlaGopaTopHbie padoThbI.



JIaGoparopHble 3aHATHS

Jlabopatopnas pabota Nel. Pe3epBHOE KOITMpOBaHUE M BOCCTAHOBJICHHUE TAHHBIX.

O3HakomIIeHHE CO CIIOCOOaMU pe3epBHOT0 KOMMPOBAaHUS HH(OpMAIUU

Jlaboparopnas pabota Ne2 . [Toncucrema 6e3onacnoctd WINDOWS.

OsnakomiieHHe ¢ noacucTemoit 6ezonacHoctu Windows

Jlaboparopnas padota Ne3 . OnpeneneHue 3amuneHHOCTH HHHOPMAIMK MPU HECAHKIIMOHUPOBAHHOM
JoCTyne

OnpenenuTh MoKa3aTely 3alUIIeHHOCTH (YSI3BUMOCTH) HHGOPMAITUH ITPU HECAHKITMOHHPOBAHHOM

AOCTYyIIC. HpOB€CTI/I dHaJIN3 3aBUCHUMOCTH IMOKa3aTeCyid yA3BUMOCTH I/IH(l)OpMaHI/II/I OT MMapaMETpPOB CUCTCMBbI
3U

JIaGoparopHast pabota Ne4 Cranmapt ynpasieHust uHpopmannonHoit 6ezonacHocteio 'OCT P
NCO/M3K 27002-2012

Osznakomutbes ¢ TpedoBanusmu crangapra 'OCT P UCO/MBK 27002-2012 st KOMIUIEKCHOTO MOIX0/1a K
obecneuenuro Ub

JIaGoparopnast pabora Ne 5.KasperskyKryptoStorage 1.0.

JlaTh mpakTHUYECKHe HaBBIKU MO paboTe ¢ kpunTokoHTelHepoM Kaspersky
JIa6oparopnast pabora Ne 6. Win Lock Proffesional v 4.53.

JlaTh mpakTHUYeCKKe HaBBIKU MO paboTe ¢ cepBucHoi mporpammoit Win Lock.

4. KoHTpO/Ib 3HAHUI 00yYAKOIIMXCS U THIIOBbIE OLIEHOYHbIE CPeACTBA
4.1. Pactipenenenue 6amios:

5 cemecTp
* mocemaemMocts — 10 0atoB
*  TeKymui KOHTpoib — 30 GayoB
*  KOHTpPOJIbHBIE Cpe3bl — 1 cpe3 mo 60 6amIoB KakabIi
* npemuanbHble 6amuiel — 20 6amIoB

Pacripenenenne 6aioB 1mo 3aJaHusIM:

No |HazBanue tembl | @opmbl Max. Mertonuka npoBeJeHUs 3aHIATUS U OIIEHKU
Te | /BHUI y4eOHOH |TEKylIero | KOI-BO
MBI paboTsI KOHTpOIsl | 0amioB
/ cpe3sl
1. |BBemenue B Ub. | Cobeceno 5 5 O0awtoB — CTYOEHT YMEET CONMOCTaBUTh TIOMYyYECHHYIO TIpH
Hoxrpuna Ub B | Banue MOATOTOBKE K TPAKTHYECKOMY 3aHATHIO WH(GOPMAIUIO, CPABHUBATH
PO pa3HbIe TOYKM 3pEHHUA HA aHAIM3UPYEMYIO MPOOIIEMY, YMETh YETKO

(bopMyITUpOBaTh CBOM BOMPOCHI M OTBEYATh HA 3ajaBacMbie €My
BOIIPOCHI, BECTH JHUCKYCCHIO C HCIOJIb30BAaHHEM TEPMUHOIOTHH
COBPEMEHHOMN (DU3MKU U XUMUH

3 GaJuia - CTYICHT yMeeT NPUMEHSTh MOTYYSHHYIO MPH MOATOTOBKE K
NPaKTHIECKOMY 3aHATHIO MH(POPMAIINIO, OTBEYaTh HA OOJBIITHHCTBO
BOIIPOCOB, BECTH IUCKYCCHIO C HMCIIOJIb30BAHUEM TEPMHUHOJIOTHH
COBPEMEHHOHN (DPU3UKH U XHMH.

1 Gamn — CTYACHT BiajeeT TEOPETHYSCKUM MATepHalioM IO TeMe
NPaKTUYECKOTO 3aHITHS, HWHOTOA 3aTPyJHSETCS TP OTBETE Ha
BOIIPOCHI, HE yMeeT C(OpMyaHpOBaThH CBOK TOYKY 3pEHHS Ha
00Ccy)KIaeMyI0 IpooIeMy

Ecnu cTynmeHT He BiageeT MpoOJIeMaTHKOW MPaKTHUECKOTO 3aHATHS,
HE MOYKET OTBEYATh HA BOMIPOCHI — OTBET Oa/UIaMK HE OI[CHUBAETCSL.




OcHoBHEBIE
COCTaBIIAIOLINE
HaIMOHAIBHBIX
uHTepecoB PO B
WHPOPMAIIOHH

oif cpene

Cobeceno
BaHUE

5 O6amIoB — CTYIEHT YMEET COMOCTABUTh TMOMYUYCHHYIO TPH
MOJITOTOBKE K TPAKTHUECKOMY 3aHATHIO WH(GOPMAIUIO, CPABHUBATH
pasHble TOYKH 3PEHHS HA aHAIU3UPYEMYIO MPOOJEMY, YMETh UYETKO
(OopMyTHPOBAaTH CBOM BOMPOCHI M OTBEUaTh Ha 3a/JaBacMbIC EMy
BOMPOCHI, BECTH JUCKYCCHIO C WCIOJIh30BAHUEM TECPMUHOIOTUH
COBPEMEHHON (PM3UKH U XUMHUH

3 Ganna - CTYIEHT yMeeT MPUMEHSTh MOMYYCHHYIO TIPH MOATOTOBKE K
MPAKTHYCCKOMY 3aHSATHIO WH(POPMAIMIO, OTBEYaTh HAa OOJBIIUHCTBO
BOMPOCOB, BECTH JTUCKYCCHIO C HCIONB30BAaHHEM TEPMHUHOIOTHH
COBPEMEHHON (U3UKH U XUMH.

1 Gamn — CTYIEHT BIAACeT TCOPETHUCCKUM MATCPHAIOM IO TEeMe
MPAKTHYECKOTO 3aHATHS, WHOTJAA 3aTPYJHSAETCS MpPH OTBETC Ha
BOMPOCHI, HE yMeeT CHOPMYIMPOBaTh CBOKO TOYKY 3PCHHUS Ha
o0cyxmaeMyto mpoonemy

Ecimu cTymeHT He BiageeT MpoOIeMaTHkol MPaKTHYECKOTO 3aHSITHS,
HE MOXKET OTBEYaTh Ha BOMPOCHI — OTBET OaJlIaMK HE OI[CHUBACTCS.

Undopmarus.
OcHOBHBIC
CBOMCTBA "

XapaKTepUCTHKA
0e30MmacHOCTH
e¢ MPUMCHCHHE

Cobeceno
BaHUE

10

10 06amioB — CTYIEHT YMEET COMOCTABHTh MOJIYYCHHYIO MpPH
MOJTOTOBKE K TPAKTHUECKOMY 3aHATHIO WH(GOPMAIUIO, CPABHUBATH
pasHble TOYKH 3PEHHS HA aHAIU3UPYEMYIO MPOOJEMY, YMETh UYETKO
(OopMyTHpPOBAaTH CBOM BOMPOCHI M OTBEUATh Ha 3a/JaBacMbIC eMy
BOMPOCHI, BECTH JUCKYCCHIO C WCIOJIb30BAHHEM TECPMUHOIOTUH
COBPEMEHHON (PU3UKH U XUMHUH

8 0aIOB - CTYJACHT yMEET MPHUMEHATH MOAYUYCHHYIO MIPU MOATOTOBKE
K MPaKTUYICCKOMY 3aHATHIO HHPOPMAIIMIO, OTBEUATh HA OOJBIIIUNHCTBO
BOMPOCOB, BECTH JTUCKYCCHIO C HCIONB30BAaHHEM TEPMUHOIOTHH
COBPEMEHHON (U3UKH U XUMH.

3 Oamnma — CTYACHT BIAaJCET TCOPETHUCCKUM MATEPHAIIOM IO TEME
MPAaKTHYECKOTO 3aHATHS, WHOTJAA 3aTPYJHSAETCS MpH OTBETC Ha
BOMPOCHI, HE yMeeT CHOPMYJIMPOBATh CBOKO TOYKY 3PCHHUS Ha
o0cyxmaeMyto mpooneMy

Ecimu cTymeHT He BiageeT MpoOIeMaTHKol MPaKTHYECKOTO 3aHSITHS,
HE MOXKET OTBEYaTh Ha BOMPOCHI — OTBET OaslIaMH HE OI[CHUBACTCA.

Yrposst Ub

Cobeceno
BaHUE

10

10 6amioB — CTYIEHT YMEET COMOCTABHTh MOJYYCHHYIO MPH
MOJITOTOBKE K TPAKTHUECKOMY 3aHATHIO HH(GOPMAIUIO, CPABHUBATH
pasHble TOYKH 3PEHHS HA aHAIU3UPYEMYIO MPOOJIEMY, YMETh UYETKO
(OpMyTHPOBAaTH CBOM BOTPOCHI M OTBEUATh Ha 3a/JaBacMbIC EMy
BOMPOCKHI, BECTH JUCKYCCHIO C WCIOJh30BAHHUEM TEPMUHOIOTUH
COBPEMEHHON (PM3UKH U XUMHUH

8 0aJIOB - CTYJCHT yMEET MPHUMEHATH MOAYUYCHHYIO TIPU MOATOTOBKE
K MPaKTUICCKOMY 3aHATHIO HHPOPMAIIMIO, OTBEUATh HA OOJBIIIUHCTBO
BOMPOCOB, BECTH TUCKYCCHIO C HCIONB30BAaHHEM TEPMHUHOIOTHH
COBPEMEHHON (U3MKH U XUMH.

3 Oamnma — CTYACHT BIaJCeT TCOPETHUCCKUM MATEPHAIIOM IO TEME
MPAKTHYECKOTO 3aHATHS, WHOTJAA 3aTPYJHSAETCS MpPH OTBETC Ha
BOMPOCHI, HE yMeeT CHOPMYIMPOBATh CBOKO TOYKY 3PCHHUS Ha
o0cyxmaeMyto mpoonemy

Ecimu cTymeHT He BiageeT MpoOIeMaTHKold MPaKTHYECKOTO 3aHSITHS,
HE MOXKET OTBEYaTh Ha BOMPOCHI — OTBET OaJlIaMH HE OI[CHUBACTCA.

CucremMHOC
obecreucHue
3aIIUTHI
MHpOpMaIH

3ammura
Jaboparto
PHBIX
padoT(xo
HTPOJIbH
blIii cpe3)

60

10 6anmoB — CTYACHT BBIOIHUI JIAOOpaTOpHYI0 paboTy MpaBHIIBLHO,
pacdeTsl 1o paboTe MPOU3BEICHBI BEPHO, OTBETHI Ha KOHTPOJBLHBIE
BOIIPOCHI [IPEToJaBaTes MOCIIe BEITOTHEHUS 1a00paTopHOi paboThI.
6 0aJuIOB — CTYZIEHT BBHIMOJHUII J1aOOpaTOpHYIO0 padoOTy C OMHOKaMHU,
pacdeTsl o paboTe cofepKaT HETOYHOCTH, OTBETHII Ha KOHTPOJIbHBIC
BOIIPOCHI [IPEToJaBaTesl MOCIIe BEITOTHEHHUS 1a00paTopHOH paboTEI.
3 Oamna — CTyIEHT BBIOJIHMI JabopaTopHylo paboTy ¢ rpyObIMU
omurOKaMH, HE CMOT NPAaBHJIBHO MPOBECTH pacdeThl U OTBETUTH Ha
KOHTPOJIbHBIE BOIPOCHI.

0 6anIoB — CTyIEHT HE BBITIOIHUI JJa00OPaTOPHYIO padoTy.




6. ITocemaeMocThb 10 10 6amnoB — crynent nocetui Bce 100% 3ansTuit

7-9 GanmoB — CTyAeHT moceT1 He MeHee 80% 3aHsaTuit

4-6 6amIoB — CTyeHT nmocetwi He MmeHee 50% 3aHaTuit

1-3 Gana — CTyIeHT MOCeTHIT He MeHee 25% 3aHaTuit

Ecnu crynenT mocermn meHee 25% 3aHATHIA, OAJUTBI HE HAUUCIISIFOTCS

7. [IpemuansHbie OaIbl 20 JlononHuTENbHBIE TPEMUATBHBIE OAJUIBI MOTYT OBITH HAYHMCIICHBI:

- 3a TPOCGKT, BHIIOJHEHHBIM TO 3aka3dy paboromarens H
peann3oBaHHBIN Ha mpakTHKe — 10 6asos;

- MOCTOSIHHAasi aKTHBHOCTb BO BpeMs MpakTHUUECKHX 3aHATHH — 10
0aIIoB;

- TOJTHOCTHIO MOATOTOBJICHHAS K MyOIHMKAllUM CTaThsi [0 TEMaTuke B
paMkax nucuuiuinHel — 10 6asos;

- mobema B MEXKPETHOHAIBHOW OJMMIIMAAE MO COLUOJOTHU
oOpasoBanus — 10 6aoB;

- y4acTHE C JOKJIaJoM BO BCEPOCCHMCKON OMUMIIMAJE MO TEMaTHKE
n3yyaemoil qucuuiuinie — 10 6asos;

- y4JacTue B BBICTaBKE IO TEMaTUKE M3ydyaeMOW JUCIMIIUHBI — 10
0aIIoB;

- myOnmuKamMs CTaTbM IO TEMaTHKE H3ydyaeMoil TUCHUIUIMHBL B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaXx BCEPOCCHICKON
koH(epeHyH / xxypHane u3 nepeuns BAK — 10

8. |WnpuBuayanbHbIC 3a1aHUS, 20 Jo6op: CTyOeHT MOXKET MNpeNoCTaBUTh BCE 3aJaHHs TEKYIIEro
C TMIOMOILBIO0 KOTOPBIX KOHTPOJISL 1 KOHTPOJIBHBIE CPE3BI
MOXHO HaOpaTb
JOTIOJTHUATENBbHBIE OaNIbl Ha
JK3aMEHe

9. Hroro 3a cemectp 100

HToroBast oueHka 1o 3a4ery BeicTaBisgercs B 100-0auibHOM 1IKane U B TPaIUIIMOHHON YeThIPeXOaIbHOM
mkane. IlepeBog 100-OamipHONW  PEeHTHHTOBOM  OLIEHKM MO AMCUUIUIMHE B TPAaTUIMOHHYIO
YeThIpeX0aUIbHYIO0 OCYIIECTBISETCS CIEAYIOUIMM 00pa3oM:

100-6annpHas cucrema Tpagunuonnas cucrema

50 - 100 6ayuioB 3aureHo

0 - 49 Gaiu10B He 3aureno

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS
3amura Ja06opaTopHbBIX padoT

Tema 5. Cucremnoe obecrieueHue 3amuTsl HHPOpMaIu
JlaGopaTopHasi padora Nel. Pe3epBHOe KONMUPOBaHME U BOCCTAHOBJIEHHE JAHHBIX.
O3HakomIIeHHE CO CIOCOOaMU pe3epBHOTO KOMMMPOBAaHUS HH(OpMAINU
JlaGopaTopHuasi padora Ne2 . [loncucrema 6ezonacaoctu WINDOWS.
O3nakomiieHHe ¢ oacucTeMoi 6ezonacHoctu Windows
JlaGopaTopHasi padora Ne3 . OnpeaesieHue 3alIUIEHHOCTH UHGOPMALMH NIPU
HECAHKIIHOHMPOBAHHOM J0CTyIe

Omnpenenuts NoKa3aTenu 3alMIEeHHOCTH (YA3BUMOCTH) HHGOPMAIUH NTPU HECAHKLIIMOHUPOBAHHOM
nocrymne. [IpoBecTu aHaan3 3aBUCUMOCTH MOKa3aTeis ySI3BUMOCTH HHGOPMAIMH OT MapaMeTPOB CUCTEMBI
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Jlaboparopnas pa6ora Ne S.KasperskyKryptoStorage 1.0.

JlaTh mpaKkTHYECKHE HABBIKK 1O paboTe ¢ kpunTokoHTelHepoMm Kaspersky
Jlaboparopnasi pa6ora Ne 6. Win Lock Proffesional v 4.53.

JlaTh mpaKkTHYeCKHEe HAaBBIKK 1O paboTe ¢ cepBucHO# nmporpammoit Win Lock.
IIpuMepHBIE BOIIPOCHI TECTPUPOBAHUS

1. K texnnueckum cpeactsam npuemMa, o0padboTku, xpaHeHus u nepenaun nHpopmanuu (TCIIN)
OTHOCSTCSI:

a) (!)cpenctBa u cucTeMbl HHGOPMATH3AINH;

0) cpeacTBa OTKPBITOM TEIePOHHOU CBSI3U;

B) CHCTEMBI TIOYKaPHOU U OXPAaHHOM CUTHAJIM3AINH;

2. K BcmomorarensHbIM TeXHUYECKUM cpeacTBam u cuctemam (BTCC) otHocsTCS:

a) cpeacTBa M CUCTEMbI MH(OPMATH3ALMU;

0) (!)cpencTBa OTKpbBITOI Tes1e(POHHOM CBA3H;

B) MPOrpaMMHbIe CPe/ICTBA (ONepalHOHHbIe CHCTEeMbI, CHCTEMbI YIIPaBJieHHs 0a3aMM JaHHBIX, Apyroe
o01ecucTeMHoOe M MPUKJIAJTHOE POrpaMMHoOe o0ecredeHue).

3. OmnacHoil 30HO# 2 Ha3bIBACTCS:

a) (!) 3ona, B npeaesax KOTOPOi OTHOLIEHUE “HHGOPMALMOHHBINI CHTHAJI/TIOMeXa” NMpeBbIAeT
JA0MYCTUMOE HOPMHUPOBAHHOE 3HAYCHHE

0) mpocTpancTBo Bokpyr TCIIH, B npeaenax KOTOPOro Ha CJIy4ailHbIX aHTEHHAX HABOAUTCS
HH(OPMANMOHHBIN CHTHAJI BbILIE JOIYCTHMOIr0 (HOPMHPOBAHHOI0) YPOBHS

4.  OmnacHoii 30HOU 2 Ha3bIBAETCS:

a) 30Ha, B npeaeIax KOTOpoil OTHOIIEHHe “HH(OPMANMOHHBIN CUTHAJI/TIOMeXa” npeBbIlIaeT
JAOIYCTHMOE HOPMHUPOBAHHOE 3HAYCHME;

0) (!) mpocTrpancTBo Bokpyr TCIIHN, B penesnax KOTOPOro HAa CJIYy4YailHbIX AaHTEHHAX HABOAMTCS
HH(GOPMANMOHHBIN CUTHAJI BbILE JONMYCTUMOI0 (HOPMHPOBAHHOI0) YPOBHSI.

5. CocpenoroueHHas ciaydailHas aHTE€HHA 3TO:
a) (!)xoMIaKTHOe TeXHU4eCKoe CPeICTBO;
0) kabesiu, MPOBOA, MeTAJINYECKUE TPYObI.

ColecenoBanue

Tewma 1. Beenenue B Ub. Jloktpuna b B PO
Tunossle 3a7aHusI COOECETOBAHUS

[Ipoananusupyiite loktpuny b P® u nmoctpoiiTe cxeMy OpraHoB rocyaapCTBEHHOU BIACTH U MECTHOTO
caMOyTpaBJIeHHsI, OTBEYAIONINX 32 HH(OPMAIIMOHHYI0 6€30MacHOCTh. OnpenenuTe ux GyHKIHOHAIbHBIE
00513aHHOCTH.

CdhopmynupyiiTe MONOKEHUs TOCYIAPCTBEHHON OJUTHKHU B 00JIACTH 00ecrieueHUs] HHPOPMAITHOHHOM
0€30IacCHOCTH, OTPEICIIUTE TIEPBOOYCPEIHBIC MEPOIIPUITHS IO 00ECTICYCHUIO MHPOPMAITHOHHOM
0€30MacHOCTH, JalTe UM OLICHKY.

[Ipoananu3upyiiTe CTPYKTypy MECTHOTO MPEANPUATHUS, CXeMy HH(POPMAITMOHHBIX TOTOKOB, PACCMOTPHUTE
BUJIBI HH(OPMALIMU U €€ HOCUTEIH, UCTIONIb3yeMbIe B ero noapasaeneHusax. ChopMyaupyiTe 1einu 3aiuThl
nH(popMaIuu Ha JaHHOM npeanpustuu. Onpeaenure BO3MOKHbBIE YTPO3bl 0€30MaCHOCTH IS
MH(OPMAIIMOHHBIX MTPOLIECCOB HA TAHHOM MPEANPUITUN

Hcnonb3ys maHHbIe TPEabIIyIIEH TPaKTHIECKOM padOoThI, MPOaHATU3UPYUTE 0COOCHHOCTH KaXI0TO U3
Hocuteneit napopmanuu. CHopMyIUpyHTe TOCTOMHCTBA M HETOCTATKH KaKI0TO U3 TUIIOB HOCUTETIEH,
YCJIOBHS UX XpaHEHUsSI U 00paObOTKH

Tema 2. OCHOBHBIE COCTABIISIIONTNE HAITMOHAIBHBIX HHTEPECOB PO B MHGOpPMAIIMOHHOH cpelie
Tunossle 3a7aHus cOOECETOBAHUS
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IIpoanamusupyiite JJokrpuny b P® u nocrpoiite cxeMy OpraHoB roCyAapCTBEHHON BIIACTU U MECTHOTO
CaMOYIIPaBJICHHUs, OTBEUYAIOIINX 32 HHPOPMALMOHHYIO Oe30macHoCTh. Onpenenure ux QpyHKIMOHAIbHBIC
00s13aHHOCTH.
CdopmynupyiiTe MOJIOKESHHS TOCYIapPCTBEHHON TTOJIUTUKHU B 001acTH o0ecredeHus: HHHOPMAIIMOHHON
0€30MacHOCTH, OTIPEACIIUTE TTEPBOOUYEPETHBIE MEPOIIPUATHS 1O 00ECIICUCHUIO0 HHPOPMAITMOHHOM
0€30MacHOCTH, JIAUTE UM OIICHKY.
[Tpoananuzupyiite CTPYKTypy MECTHOTO MPEIIPUATHS, CXeMY HH(POPMALMOHHBIX TIOTOKOB, PACCMOTPHUTE
BUIBI HH(OPMAIIMK U €€ HOCUTEIH, UCTIONb3yeMble B ero nojpasaencHusx. CHopMyaupynTe HeaH 3aiiThl
nH(pOPMAaLUHU HA JaHHOM Tpeanpustuu. OnpeaenuTe BO3MOXKHbBIE YTPO3bl 0€30MaCHOCTH IS
MH(POPMALMOHHBIX MPOLIECCOB HA JTAHHOM MPEANIPUIATUN
Vcnonb3yst JaHHbBIE MPEabIAYLIeH TPaKTHIeCKOH padoThl, MpOoaHaIH3UPyHTE 0COOEHHOCTH KaXKI0T0 U3
Hocurenent nHpopmarun. ChopmynupyiTe JOCTOMHCTBA U HEAOCTATKU KaXKI0TO U3 TUIIOB HOCHUTEJIEH,
YCIIOBUS UX XpaHEHHUs U 00paboTKH

Tema 3. Mudopmanus. OCHOBHBIE CBOMCTBA U XapaKTEPUCTHKA 0€30MaCHOCTH €€ MPUMEHEHHE
Tunossle 3ananus codecenoBaHMs
IIpoanamusupyiite JJokrpuny b P® u nocrpoiite cxeMy OpraHoB roCyAapCTBEHHON BIIACTU U MECTHOTO
CaMOYIIPaBJICHHUs, OTBEUYAIOIINX 32 HHPOPMALMOHHYIO Oe30macHoCTh. Onpenenure ux GpyHKIMOHAIbHBIC
00s13aHHOCTH.
CdopmynupyiiTe MOJI0KESHHS TOCYIapCTBEHHON TTOJIUTUKH B 001acTH o0ecredeHust HGHOPMAIIMOHHON
0€30TMacHOCTH, OTIPEACIIUTE TIEPBOOYEPETHBIE MEPOIIPUATHS 1O 0OECIICUCHUIO0 HHPOPMAITMOHHOM
0€301acHOCTH, IAUTE UM OIICHKY.
[Tpoananu3upyiite CTPyKTypy MECTHOTO MPEIIPUATHS, CXeMY HH(POPMALMOHHBIX TIOTOKOB, PACCMOTPUTE
BUIBI HH(OPMAIIMK U €€ HOCUTEIH, UCTIONb3yeMbIe B ero nojpasaencHusx. CHopMyaupynTe Heau 3aiiThl
MH(POPMALIUHU HA JaHHOM Tpeanpustuu. OnpeaennuTe BO3MOXKHbBIE YTPO3bl 0€30MaCHOCTH IS
MH(POPMALMOHHBIX MPOLIECCOB HA JTAHHOM MPEANIPUIATUN
Vcnionb3yst faHHbBIE MPEabIYIel TPaKTHYeCKOH padoThl, MpOoaHaIH3UPyHTE 0COOCHHOCTH KaXKI0TO U3
Hocurenent nHpopmarun. ChopmynupyiTe JOCTOMHCTBA U HEAOCTATKU KaXKI0TO U3 TUIIOB HOCHUTEIIEH,
YCIIOBUS UX XpaHEHHUs U 00paboTKH

Tema 4. Yrpossr b
TumnoBsie 3ananus codecenoBaHus
IIpoanamusupyiite JJokrpuny b P® u nocrpoiite cxeMy OpraHoB roCyAapCTBEHHON BIIACTU U MECTHOTO
CaMOYIIPaBJICHHUs, OTBEUYAIOIINX 32 HHPOPMALMOHHYIO Oe30macHoCTh. OnpenenuTe ux QpyHKIMOHAIbHBIC
00s13aHHOCTH.
CdopmynupyiiTe MOJIOKESHHS TOCYIapCTBEHHON TTOJIUTUKHU B 001acTH o0ecredeHus: HHHOPMAIIMOHHON
0€30MacHOCTH, OTIPEACIIUTE TIEPBOOUYEPETHBIE MEPOIIPUATHS 1O 00ECIICUCHUIO0 HHPOPMAITMOHHOM
0€30MacHOCTH, IAUTE UM OIICHKY.
[Tpoananuzupyiite CTPYKTypy MECTHOTO MPEIIPUATHS, CXeMY HHPOPMALIMOHHBIX TIOTOKOB, PACCMOTPUTE
BUIBI HH(OPMAIIMK U €€ HOCUTEIH, UCTIONb3yeMbIe B ero nojpasaencHusx. CHopMyaupynTe Heau 3aiiThl
nH(pOPMAaLIUU Ha JaHHOM Tpeanpustuu. OnpeaenuTe BO3MOXKHbBIE YTPO3bl 0€30MaCHOCTH IS
MH(POPMALMOHHBIX MPOLIECCOB HA JIAHHOM MPEANIPUIATUN
Vcnonb3yst JaHHbBIE MPEabIIYIel TPaKTHYeCKOH padoThl, MpOaHAIH3UPYHTE 0COOCHHOCTH KaXKI0T0 U3
Hocurenent nHpopmarun. ChopmynupyiTe JOCTOMHCTBA U HEAOCTATKU KaXKIOTO U3 TUIIOB HOCHUTEIIEH,
YCIIOBUS UX XpaHEHHUs U 00paboTKH

4.3 TIpomexxyTouHas aTTecTalus 10 AUCIUILTMHE TPOBOAUTCS B hopMe 3aueTa

Tunossie Bonpocsl 3auera (OIK-3, [1K-4)
TunoBbie BOMPOCHI 3a4eTa
1. [TonsiTrie nHGOPMAITMOHHON 6€30MTACHOCTH
2. OCHOBHBIE COCTABIIAIONINE HHPOPMAITMOHHOMN 0€30MMacHOCTH.



. 3HaueHne NHPOPMALMOHHOM OE30MTACHOCTH [T CYOBEKTOB MH(POPMAIMOHHBIX OTHOIICHUH
. IHdopmarmonHas 6€301macHOCTh B CHCTEMEe HallMOHAIBHOM Oe3omacHocTn PO

. Obmiee coneprxkanue 3aIUTHl HTHPOPMAITIH

. IloHsITHE ¥ CYIIHOCTbH 3alTUTH HH()OPMAIIHH.

. Llenu 3amuThl HHPOPMAITUH

00 3 N L W

. MecTo 3amuTsl nHGopMaIuu B UHGOpMalMOHHON 0€301aCHOCTH

9. Monenu 3amuThl THPOPMAITUH

10. CoBpemeHHas KoHLeMNUs o0ecreueHrs nHHOpMaIMOHHON 0e30MacHOCTH
11. Ilpeamet 1 0OBEKT 3aLUTHI UH(OPMALIUN

12. Tlpeamer 3amuThl HHGOPMALTUU

13. adopmarust kKak 0ObEKT MpaBa COOCTBEHHOCTH

14. OOBeKT 3amuThl UHPOPMALIUU

15. Yrpo3sl uHGOpMaIIMOHHON 0€30IacHOCTH

16. CiryqaiiHble yrpo3bl

17. IlpennamepeHHbIE YTPO3bI

18. Moaenp HapymmTens nHQOpMaIMOHHOW 0€30MTacCHOCTH

19. CucremHoe obecriedeHre 3amuThl HHPOpMaIu

20. OCHOBHBIE MPUHIUIIBI TOCTPOEHUSI CUCTEMBI 3aIIUThI

21. Metonbl 3a1UThl UHGOPMAIUN

22. Munumu3aius yuiepoa oT aBapuil ¥ CTUXUHHBIX Oe1cTBUN

23. Jly6nmupoBanue HHPOPMAITUH

24. TloBbllIeHHE HAAECKHOCTH UHPOPMALIMOHHON CUCTEMBI

25. Co3naHue 0TKa30yCTOMUMBBIX MH()OPMAIIMOHHBIX CUCTEM

26. OnTuMu3aIys B3auMOICHCTBHS TIOJIb30BaTesIeH M 00CTY)KHBAIOIIIETO IepcoHata
27. MeTonbl U CpecTBa 3aIUThl HHPOPMAIIMH OT TPAJUIIMOHHOTO IIMHOHAXKA U JTUBEPCHI
28. MeToibl U CpeaCTBa 3AIIUTHI OT 3JEKTPOMArHUTHBIX U3TYYEHHUH U HAaBOJOK
29. 3amuTa nHOpMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTyIa

30. Kpunrorpaduueckue METO/IbI 3aIUThl HH()OpMAITUu

Tunosbie 3aganua 14 3adera (OIIK-3, I1K-4)
IIpoanamusupyiite Jlokrpuny b P® u nocrpoiite cxeMy OpraHoB roCyAapCTBEHHON BIIACTU U MECTHOTO
caMOyTIpaBJICHHsI, OTBEUYAIONINX 32 HH(POPMAITMOHHYIO 0€30MacHOCTh. OnpenenuTe ux GyHKIIMOHAIbHBIE
00s13aHHOCTH.
CdopmynupyiiTe MOJIOKESHHS TOCYIapCTBEHHON TTOJIUTUKH B 001acTH o0ecredeHus: HHGOPMAIIMOHHON
0€301acHOCTH, OIIPEACIIUTE TIEPBOOYEPETHBIE MEPOTIPHUATHS 1O 00ECIICUECHUIO0 HHPOPMAITMOHHOM
0€301acHOCTH, JIAUTE UM OIICHKY.
[Mpoananu3upyiTe CTPYKTYpy MECTHOTO MPEATNPUATHS, CXeMy HH(OPMAITMOHHBIX TOTOKOB, PACCMOTPHUTE

BUIBI HH(OPMAIIMK U €€ HOCUTEIH, UCTIONb3yeMbIe B ero nojpasaencHusx. CHopMyaupynTe HeaH 3aiuThl

MHpOPMALIMU Ha JaHHOM IpeaAnpusTuu. OnpenennTe BO3MOXKHbBIE YTPO3bl 0€30IaCHOCTH AJIs
MH(POPMALMOHHBIX MPOLIECCOB HA IaHHOM MPEANPUATHH.

Vcnionb3yst JaHHbBIE MPEabIyIel TPaKTHYeCKO padoThl, MpOoaHaIH3UPyHTE 0COOEHHOCTH KaXKI0TO U3
Hocurenelt nHpopmaru. ChopmynupyiTe JOCTOMHCTBA U HEAOCTATKU KaXKIOTO U3 TUIIOB HOCHUTEIIEH,
YCIIOBHSI UX XpaHEHUS U 00pabOTKH.

4.4. Illkana orieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIMU

Jeckpuntops! (ypOBHN) — OCHOBHBIC IPU3HAKKA OCBOCHUS (TIOKa3aTEIH

Onenka Kommnerenriu
IOCTHKEHUS Pe3ybTara)
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OIIK-3 CBOOOTHO OpUEHTHPYETCS B HAINPABICHHUAX HCCICIOBAHUN B
obnmactu uHpOpPMALMOHHOW Oe3omacHocTH. B momHoM oObeme
BIIAJICET NPaKTHYCCKHUMHU HaBBIKAMH COBPEMEHHBIX
MCCIIEIOBATEIbCKUX METOIOB

JleMOHCTpUpyeT  3HaHME€ M TIOHUMaHHE  COBPEMEHHOIO
OTEUECTBEHHOTO U 3apy0exHOoro omnbita B odnactu b

OmnpenensieT  OCHOBHbBIE — IIeNM,  33Ja4d, METOAbI  HAayYHBIX

«3a4TCHO»
(50 - 100 6anoB)

HCCIIEIOBAHUI
I1K-4
OIIK-3 He opuenTupyercs B HanpaBieHUsIX uccienopannii b
He opuentupyercs B HHQOPMAIIMOHHOM W HJUTIOCTPATUBHOM
Matepuase (MpUMepbl U3 MPAKTUKH, TaOIUIbl, TpadUKU U T.1.), HE
«HE 324TEHOY MOXET aHAJIM3MPOBaTh H 0000mATh PEe3yNbTaThl CHAyYHBIX
(0 - 49 GamoB) ncclienoBanmii B oomactu b
HenpaBuinbHO  OTBE4aeT Ha  MOCTABICHHBIE  BOMPOCHI  HITH
3aTPyAHSETCS] C OTBETOM
I1K-4

5. Metoanueckue yKkazaHus JJisi 00y4al0UUXCsl 10 OCBOEHHM IO TMCIUILIMHBI (MOXYJIA)

5.1 Meroauueckue yKa3aHus IO OPraHU3alUN CaMOCTOSITEIbHOIM paboThl 00yUYaromuXCs:

[Ipuctynas K W3yYeHUIO TUCIUIUIMHBI, B MEPBYIO ouepe/b OOydaromuMcsi HEOOXOAMMO O3HAKOMUTBCS
conepkanremM paboueii mporpammbl aucturumabl (PIT[]), koTopast ompenenseT comepskaHue, oObem, a
TaK)Ke MOPSAIOK U3YUEHHsI U MTPEToAaBaHus yueOHOM TUCIUILIMHEIL, €€ pa3/iena, YacTu.

Jlnist caMOCTOSTeNbHON pabOThl BAKHOE 3HaUEHUE UMEIOT paszieibl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauueckoe U HH(popMaImoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruaabHO-TEXHUIECKOe
obecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIE CIIPABOYHBIC CUCTEMBI.

B pasgene «O0beM U conep)kaHMe IUCIMIUIMHBD) YKa3bIBAIOTCS BCE pasfelibl M TEMbl H3y4aeMoil
JTMCLUIUIMHBIL, @ TAK)KEe BUJbI 3aHATHH U TNIAHUPYEMBI 00bEM B aKaJJeMHUYECKUX Yacax.

B pasgene «YuebHO-MeTommyeckoe ©  HMH(OpMAIMOHHOE oOecreueHre AUCHUIUIMHBDY — yKa3aHa
peKxoMeHayeMasi OCHOBHAs U IONIOJIHUTEIbHAS JINTEpATypa.

B pasgene «MarepuaabHO-TEXHUYECKOE OOECIeYeHne IUCLUUIUIMHBL, MPOrpaMMHOE OOecCIeyYeHue,
npodeccroHabHble 0a3bl JaHHBIX U MH()OPMAIMOHHBIE CIPABOYHBIC CHUCTEMBD» COIEPKUTCS MEpedyeHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX AJISi OCBOCHHUS
JUCLUIUINHBL.

5.2 Pexomennaruu o0y4aromumcs o padbore ¢ TEOPETHUECKUMHU MaTepHallaMu 110 TUCIUILIIMHE

[Ipu uzyyennu u npopabOTKe TEOPETUUECKOr0 MaTepHana HeoOXOAUMO:

- IPOCMOTPETH €Ile pa3 npe3eHTaluo Jekuu B cucteMe MOODLe, noBTOpUTh 3aKOHCIEKTUPOBaHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYE€TOM PEKOMEHJOBAaHHOM [IOMOIHUTEIbHOU
JIUTEPATYPBL;

- IPY CAMOCTOSITEIBHOM M3yYE€HHH TEOPETUUYECKOM TEMBI CAENATh KOHCIIEKT, UCIIOJIb3Ysl PEKOMEHIOBAHHbBIE
B PII/] ucrounuku, npodeccruoHasibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHbIE CUCTEMBI:

- OTBETUTD Ha BOIIPOCHI JIsI CAMOCTOATEIILHON pabOoThI, TTO TeMe MpecTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP MOATOTOBKE K TEKYIIEMY KOHTPOJIIO MCIIOIb30BaTh MaTepralibl (hoHIa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ HayYHOU U y4eOHOM JIUTepaTypoit

PabGota ¢ OCHOBHOM M JONOJHUTENBHOM JHUTEPaTYpOl SIBISETCS IIaBHOM (POpMOI caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAaHHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopaboTKy JIEKIMOHHOTO MaTephalia M PEeKOMEHIOBAHHBIX
VCTOYHHMKOB U JINTEPATYPHI 110 TEMATHKE JIEKIIUH.




KoHCHeKT JIeKnu JOKEeH coliepKaTh peepaTUBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pa3MmeneHHsle B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIMTEPATYphl IO
TeMaM, BBIBOJBI MO KaXAOMY Bompocy. KoHCeKT MOKeT OBITh BBITIOJIHEH B paMKax pacliedyaTKH BbIIa4uH
Npe3eHTAlUi JIEKIUH WM B OTACNIBHOW TeTpaau mo mpeaMery. OH JOKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKaTh HE OTHOCALIYIOCS K TeMe UH(POPMAITUIO HITH PUCYHKH.

KoHcnieKkThl HayyHOW JHUTEparypbl NMPU CaMOCTOSATENBHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI CONEPIKaTh
OTBETHl HA KaX/blii TOCTaBICHHBIH B TEME BONPOC, MMETh CCHUIKY Ha HCTOYHHK WH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpAa, HAa3BaHMS W TOJA HU3AAHUS HCIOJNb3yeMOH HaydyHOW JHMTEpaTyphl.
KoHcniekT MoOXeT ObITh ONOpPHBIM (COAEpXAaTh JUIIb OCHOBHBIC KIIIOUYEBbIC MO3HMIIMHU), HO TPH 3TOM
MO3BOJISIIOIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET OBITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OIIPENETSAETCS CAMUM CTYIACHTOM.

B nporecce paboThl ¢ OCHOBHOM U JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JCJIaTb 3alluCu IO XOAYy UYTCHUA B BHUAC MPOCTOr0 WJIMW PAa3BCPHYTOIro IlJIaHA (COB,Z[aBaTI: MNEpCUCHb
OCHOBHBLIX BOITPOCOB, PACCMOTPCHHLBIX B I/ICTOLIHI/IKG);

- COCTaBJATH Te3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOpPOTKOE
U3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 000011eHe OCHOBHBIX BOIIPOCOB PadOTHI);
- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).
5.4. PexoMeHaIMy 1O OATOTOBKE K OTACIBHBIM 3a/IaHUSIM TEKYIETO KOHTPOJIS

CobecenoBanue MpennoyaraeT OpraHu3aluio Oecelnpl MpernoAaBareist cO CTyAEHTaMH 10 BOIpPOcam
MPAKTHYECKOTO 3aHATUS C LETbi0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
pasgeny, Teme, mpobieme U T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUU, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

YCTHBIE OMpOC MOXKET TMPUMEHATHCS B pasaudHbIX (Qopmax: (QpoHTaIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaUY€CTBA YCTHOTO OTBETA MOJIJIEKAIIETO OI[CHKE:

- IPaBUJIBHOCTB OTBETA IO CONEPIKAHHUIO;

- IOJTHOTA U TIIyOnHa OTBETA;

- CO3HATEJIBHOCTh OTBETA;

- JIOTMIKA U3JI0KEHUsI MaTepuaa;

- PallMOHAIILHOCTD MCIIOJIb30BAHHBIX IIPUEMOB U CIIOCOOOB PELIEHHs OCTAaBICHHON yueOHOil 3a1auy;

- CBOEBPEMEHHOCTh M 3((EKTUBHOCTH MCIOIB30BAHUS HATNISAIHBIX MOCOOMNA M TEXHUYECKUX CPEICTB IPH
OTBETE;

- HCIIOJIb30BaHUE JOIIOJHUTEIBHOIO MaTepUaa;

- PallMOHAJILHOCTb HUCIIOJIB30BaHUS BPEMEHH, OTBEJCHHOIO Ha 3a/laHNE.

VYCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3ECHTALUEH, KOTOpas IMOATOTaBIMBAECTCA IO OAHOMY U3
BOIPOCOB MPAKTHYECKOTO 3aHATUS. [Ipy BRICTYIUIEHHH ¢ Mpe3eHTalnueid HeoOXoauMo oOpamarb BHUIMaHUE
HAa TaKME€ MOMEHTBHI KaK:

- colep)KaHUE MPE3CHTAllUN: AKTYaJIbHOCTh TEMbI, MOJHOTA €€ PACKPBITHS, CMBICIOBOE COACpIKaHUE,
COOTBETCTBHE 3asBICHHOW TEMBI COJIEPIKAHHUIO, COOTBETCTBHE METOAMYECKUM TPEOOBaHUSIM (IIETTH. CCHUTKH
Ha PECypChl. COOTBETCTBHUE CONEP)KAHHS M JIUTEPATYphl), MPAKTHUECKasT HANPaBIECHHOCTh, COOTBETCTBHE
coziepKaHus 3asiBICHHON (opMe, aJeKBaTHOCTh UCIIOJIb30BaHHS TEXHHUECKUX CPEICTB yUEOHBIM 3a1adam,
MOCIIEIOBATEIIEHOCTD U JIOTHYHOCTh MPE3CHTYEMOTO Marepuara,

- odopMiieHHE Mpe3eHTAlMU: O00bheM (ONMTHUMATbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIMYHE U
COOTBETCTBHE TpapUKd W aHWMAIMH, 3BYKOBOE OQOpMIICHHE, CTPYKTYpHpPOBaHUE WH(POPMAIUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAaHUSIM), OPHUTHHAIBHOCTH O(GOPMIICHHS, ACTETHKA, HCIIOIIb30BaHHE
BO3MO)XHOCTH ITPOTPAMMHO# CpeJIbl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- JUYHOCTHBIC Ka4€CTBa: OPaTOPCKUC CIIOCOOHOCTH. CO6J'IIOI[€HI/IC periiaMEeHTa, SMOIMOHAJIBHOCTh, YMCHUC
OTBETUTH HAa BOIIPOCHI, CHCTCMAaTU3NPOBAHHLIC, FJ'I}’60KI/I6 1 IIOJIHBIC 3HAHUA 110 BCEM pasgcjiaM IIporpaMMBbl:
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- CoJepXaHWE BBICTYIUICHHUS: JIOTUYHOCTh W3JIOKCHHUS Marepualia, PacKpbITUE TEMBI, JOCTYIHOCTh
u3noxkeHus, dPpdexTuBHOCT npuMeHeHust cpeactB WKT, cmocoObl ©u  yClIOBHS — JTOCTHIKCHHUS
PE3yABTaTUBHOCTH M IPGEKTUBHOCTH IJIsS BBIOTHEHUS 3a/ad cBOed MpodeccHoHaTbHOW WU y4eOHOU
JEeSATeNbHOCTH, JOKAa3aTeIbHOCTh MPUHUMAEMBIX PEIICHUHN, YMEHHE apryMEHTHPOBATh CBOM 3aKIIIOYCHUS,
BBIBOJIBI.

6. YueOHO-MeTONM4YecKoe M HHPOPMALMOHHOE o0ecieyeHre JUCHMIITTHHbI

6.1 OcHoBHas UTEpaTYypa:

1. IlepenkoB B.M., Murpomkun A.I. Mudopmarronnas 6e30macHOCTh 1 3ammmTa uHdopmanuu. - TamOo0B:
[b.1.], 2014. - 1 snexTpon. ont. nuck (CD-ROM)

2. Jlomarun J1.B., Kanununa FO.B. be3omacHbie nH(pOpMaIimoHHbIe TEXHOJIOTHH : AJIEKTPOH. yuel. mocodue.
- Tam608B: [b.un.], 2014. - 1 anektpoHn. ont. guck (CD-ROM)

3. ABepuenkos, B. U. Aynut naHpopManinoHHO# 6e30macHOCTH : yaeOHOe mocodue 1y By30B. - Bech cpok
OXpaHbl aBTOPCKOTO TpaBa; AyauT WHHOPMAIMOHHONW 0e30macHOCTH. - bpsHCk:  BbpsHCckuit
rOCyJIapCTBEHHBIN TexHUYeCKuil yHUBepcuteT, 2012. - 268 c. - Tekct : anekrponnsiii / IPR BOOKS [caiT].
- URL: http://www.iprbookshop.ru/6991.html

6.2 1Hble NICTOUYHUKH:
1. YHuBepcureTckas OMOIMOTEKa OHJIAMH: ANEKTPOHHO-ONOIOTeYHas cucteMa - http://www.biblioclub.ru

2. KoncynpranT cryaeHTa. ['ymaHMTapHble  HAayKH: O3JEKTPDOHHO-OMONMOTEYHass  CcUCTeMa -
http://www.studentlibrary.ru

3. Poccuiickas HanmoHanbHass OMoiInoTexa - www.nlr.ru
4. Hayunas snexktpoHHas Oubnaroreka Poccuiickoit akaieMiun eCTECTBO3HAHUS - Www.monographies.ru

7. MaTepuaibHO-TeXHHYECKOe o0ecnedeHue M CHUILIMHBI, IPOrpaMMHOe odecrieveHne,
npogdeccuoHaIbHbIe 0a3bI JAHHBIX U HHPOPMAIIMOHHBbIE CTIPABOYHbIE CUCTEMbI

I[J'DI MMPOBCACHUA 3aHATUM TI0 JUCHUITIIINHEC HGOGXO,Z[I/IMO CJICAyIOHmICC MarCpruaJIbHO-TCXHUYCCKOC
obOecrnieucHue: y‘-Ie6HI>Ie AyauTOpruun Jid TIPOBCACHUA 3aHATHI JICKIUOHHOI'O W CCMHUHAPCKOT0 THIIA,
rpynmnoBbIX W HWHIAWBHUAYAJIbHBIX KOHCYHLTaLII/If/’I, TCKYLICTO KOHTPOJA H HpOMe)KYTOqHOﬁ arrecranuu,
IIOMCIICHUA 1A CaMOCTOSITEIIHLHOM pa6OTI:I.

VY4eOHble ayTUTOPUN U MTOMELICHHUS ISl CAMOCTOSTEIbHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATHM3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMHU CPEACTBAMH 00yUeHHUsI, CITy>KalllMMU JJIsl TIPeICTaBIeHus yueOHo nHpopManuu
OO0JIBIION ayTUTOPHH.

[TomereHus: 111 CaMOCTOSITEIbHON PabOThl YKOMITJIEKTOBAHBI KOMIIBIOTEPHOW TEXHUKOM C BO3MOXKHOCTBIO
MOAKITFOYEHHUS K ceTn "UnTepuer” u obecrieueHrEeM JloCTyna B AIEKTPOHHYIO
MH(pOPMAITMOHHO-00pa30BaTEILHYIO CPeNy YHUBEPCUTETA.

Jlnst mpoBeeH sl 3aHATHI JICKIIMOHHOTO THIIAa UCTIONB3YIOTCS HA0OPBI IEMOHCTPAIIMOHHOTO 000PY/I0BaHUS,
o0ecreYnBarole TEMaTHIEeCKHE WILTIOCTPAIH (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTUBHAS JOCKA).

JlueH3noHHOE U CBOOOHO pacIpOCTpaHsIeMOe IPOrpaMMHOE 00eCTICUCHHE:

Kaspersky Endpoint Security mans OusHeca - Cranmaptasiii Russian Edition. 1500-2499 Node 1 year
Educational Renewal Licence

Microsoft Office [Ipodeccronanbhsrii mioc 2007
7-Zip 9.20

Onepannonnas cucrema Microsoft Windows 10
Adobe Reader XI - Russian

[Tpodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITPABOYHBIE CUCTEMBI:
1. Dnexrponnas 6ubmuoreka TI'Y. — URL: https://elibrary.tsutmb.ru/



2. DIIEKTPOHHBIN Karajor DyHIaMEHTaIbHON OnOIMOTEeKH TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

3. Hayunas snexkrponHas 6ubmuoreka eLIBRARY.ru. — URL: https://elibrary.ru

4. Poccumiickas rocynapctBeHHas onomuoreka. — URL: https://www.rsl.ru

5. Poccwuiickast HarmoHanbHas oubanoreka. — URL: http://nlr.ru

6. [Ipesunentckas 6udnuorexa umenu b.H. Expriuna. — URL: https://www.prlib.ru
7. OnexkrponHas 6ubnmoreka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

JIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

B3aumoneiicTBue mnpemnomaBaTenss M CTy[JEHTa B Ipolecce OOy4eHHUs OCYLIECTBISETCS MOCPEICTBOM
MYJIBTUMEUMHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJOTHUH, HUCHOJIb3YEMBIX B
ANIEKTPOHHOH MH(OPMAIIMOHHO-00Pa30BATEILHON CPEie YHUBEPCUTETA.
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